945 5 HE I
L E AN B A

A AR Bl 25 43 BT 2 48 78 5 T AR 32 47 B X6 G S 7t A R DA T A R AR 1 1)
BE AT RRZ I (8 FEA o Sl 25 70 738 36 2 T30 AP I il O SRAT BRI HEAT . DR IE 1o AR O
EO TN ik = o 712 8 | B i o VO 1 PR 2 R o VI e 1 N R DU
MRS 5 R H T A AFESCPHRAE 2 5 MR B AR N TRA T
B 1) D) RE AW LA ) AL B A SR S R 40 R AU B S T B R
ARRS A M A 26 47 D s 2 20 A — B 3R 3 L ) Hoole MBI IAT Ho A . MR K,
M AU B 25 PRAT I Y SN R B A, TR I PO AT J B 7 b B il 3 e 4 7 4
il B A AT AR

51  BESSWHIE

AT — s NS =B OFE AR b A 4 T B AT A SRR
A (A H AT R R 28 A5 S 0 5% 5 @ 43 BT 30 53 o X RE AR ) g R AT R0 K 1 B A T
FLAIN ToC 45 5 O F) A 1085 55 T HL 730 AR AS B P 78 322 5 A0 2 B X0 A A SR T 8 50 R
TRE T .

TEFEAT S50 BT Iy, 15 5 e IR B 1Y R DAL V0 46 L 4% 55 IR 400 PR op AT T BE A
A o KSR PR A T AR T R 2 R L S PR v A AR 0 BRI 6 3 U I TE R LR A R
22 ] LAHE sk il KU o 7 R DL ERIE oy o 23l T % R M 4 T HLok WA R SRR AS a2 17 1
B, X W s T EHA] DAy N2, — 28 2 AR b Wi % T B, 0 API Monitor, Sysinternals 4§,
P T MR A XS 2R G859 IR A U5 0] FUE B, A SOPF TR E R A O — R R MK I 4 T
H. 0 Wireshark , TCPDump 45 F T4 AR A 1 19 265 38 15 25008 350 50 9 2% T FL i il X 4
AR AT O, ) X S W T AT DA R S A AT R R R AT O ARAE

O3 AT REAR AT SRR AT S aC % X AR A D) e AT SR ) g L B IO A I A (AN ToC
S5y . HAMOCRUL, FF B MR ARTE BT IR T AT S AR Y SO B B i R L
B YRR A DL SRR A B I 268 A5 A7 S 0 3 4 ) JIE A R 55 s M hl | Ak Y SN 4 R R 4
W Ah 3 5 BEOCTEREA A 35 AALHLH] . A A DL A5 o 38 2 X 5 2647 R 1 43, 7T LUK 8%
AR D REFEAT SR E I SR IBOCHEAR I 1, 0 ToC 55, S J5 25 1Y a0 B A6 00 11 mig 7 42
HEAAE o



T E RS E R

5 S A 2 i B2 A% 1 26 RO R P R 28 45 T L A W AR A 1 N 7 32 R RN T BE L X RE AR R
MR TR, XS E At hAE W TEEZN TR, © ol OERITIRA T
WA NI ZE R RS AT AL . B WA I A A OllyDbg . x64dbg.GDB 4§, £ 11t

R AT LUOR 2 R R R B A0 8 W R AT AR T AR AR AR NS
3k PR AT DL A e s T R R AT R L R B L R e R S T RE 4T 3R AT
A3 7 20 T A P % 2 B 0 TR VR B R R R R R A DTG R B R R AT TR
5%

52  HARITAHIIE

A7 0 e P TR F2 B T S W R SO R R G RS gl X s TR R
TR SO R GE R R VR (M4 APT A

5.2.1 APl Monitor

API Monitor J& Rohitab #fE H} i — 2 6 9% APL Wi T BB R R 2 Fh R 4%
%uia%i&ﬁﬂﬁﬁﬁ%%éjﬁ APT K 02 H0mR BUHE , &8 65 i 38 28 D ag, 1P al LU

1 U A XTI SR H AR AT 0

API Monitor [ F 2 Y)fig Ft 1 an &l 5-1 Frow .

& Monitoring - API Monitor v2 64-bit (Administrator) - o X

 File Edit View Filter Tools Window Help

= iC) MB

w 1 x | Monitored Processes summary | 83894 clls | 3607 MBused | ExplorerEXE

25 - |1 ¥ 2 | [ anmModules Hoa0 6 m 2 [ > 8 1| S M DN SRR i
[l Additional Resources £y C\Windows\Explorer.EXE - PID: 3680 Time of Day Thread Module APl ~
M1 Application Instaliation and Servicing J'% Modules @ mz@.mnﬁjg M3 TWINAPLdII ( GAI )
Il Audio and video Threads 207292/ 417:45339PM 3 TWINAPLdII GetPropW ( 0x0000000000170246, “Windows. Internal.Sh
Il component object Madel (COM) 20726 417:45.339PM 3 KERNEL32.DLL i+ RtlinitUnicodeString [ 0x000000000604ed30, "Windo)
Il bata access ana storage 2027 417:45339PM 3 KERNEL32.DLL NtFindAtom ( “Windows.Intemal.Shell. Holographic\
Il oetta Comression 20728 417:45339PM 3 KERNEL32.DLL RHINEStatusToDoSError { STATUS_OBJECT_NAME_NOT
Il pevices e aamazzioom = PE—— LobitCatt s M in2aEsenr 1 EDBAD EIE AT EATMRY Y
Ml Diagnostics <
Il pocuments and Frinting Parameters: GetPropW (User32.dll} ~ 1 | Hex Buffer; 102 bytes (Post-Call > o X
M Graphics and Gaming I e L P

2y REACAC B
] mtemet @ & Type Mame Pre-Call Value i 52 | [F][F,]8, 8, B |T]8,

M Microsoft .NET o1 rwno @ hwna 0x0000000000170246 | 0000 57 00 €9 00 Ge 00 €4 00 €£ 00 77 00 W.i.n.d.o.w.  ~
= ] 000c 73 00 2e 00 45 00 €e 00 74 00 65 00 s.. I.n t.e.
g > |2 SR ¢ Ipstring 0x00007Haf4192590 "Win o515 92 00 e 00 61 00 €c 00 2e 00 53 00 r.n.al .S

il Capture [, Display | ] External DLL 024 €8 00 €5 0D Ec 00 €c 00 Za 00 45 0O hoe 1.1...H.

0030 €£ 00 €c 00 €£ 00 €7 00 72 00 €1 00 o.l.c.g.r.a.
Running Processes. - oL x HANDLE & Return 003c 70 00 €8 00 €9 00 €3 00 2e 00 57 00 p.h.i.c. . W.
0042 €9 00 €= 00 33 00 32 00 50 00 €£ 00 i.n.3.2.P.o.
R A L W) @ nns2nn74nnesnneqnnsennesnn rtoed Vi
[ | 00edes 00 77 00 00 00 ew..
Process o PD ~
< > hd
[3E] ApplicationFrameHost... 5632
ChsIME.exe 4132 —_—
& Module Address Offset Location ~---— Loading Files from C:\Tools\API Monitor (rohitab.com A
B amonee ase e
1 TWINAPLI 0x00007FTaf411...  Ox4B10 g3s
[E diihost.exe 3096
2 twinuipcshelldil 0x00007Faf29(f.. Ox2f6cd 19678
[ dinost.exe 5628 3 twinuipcshelldil 0x00007ffaf2df... Owzeesc e
[ dwm.exe 452 4 twinuidil 0x00007Ffaf122..  Ox6Bbdc DiiGetClassObject + Ox2d 1526
D Eventhing.exe 4512 5 twinuidil 0x00007ffaf122..,  Ox68b3c DliGetClassObject + Ox2e 22262
T explorer.exe 3680 Y

v

3 Processes % Senvices < >
& 5-1 T.E API Monitor B 3 L1

VAR g B 45 58 73 (9 T RE .
o SRFURIRIT B . A FOME I RESR B B0 SR T HAS

>

[ API Loader ‘ Monitoring | =] Output
36.07 MB. Mode: Portable
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o APLfJEfy . BB E S R0 APL 821k R4 E 5 =J7 DLL,
. E&Lﬁ FTRERE . s R UERRFIAR 45 . AT LAE $5 1E 75 13 47 v i 7 P 5 IR 45 47
Wi,
o IETEMEREMERR . BN IEAE MRS P RS RR T DGR R A R A B B A
o MEZE. WoRIEHH AP MRS B, sk b J5 T AAE A 8 11 b A5 B AR APT
MRS B
o S8 BN Y ETEMEEE Ok b iy APT R 09 2R S B AR A
o B BN YRETES B O bk b A8 B 2SR S 0T R B Y B .
o PEAIRR: R YR 7EMEEL AT 2 A APT I B TE AR S L.
o Hilh: TR API Monitor 847 HEHEZE A,
{d F APT 3o 38 2% 7 11 Y B A T W 5 19 APT, 8 40, W 2 SC 4 A DG B /E W] Ak Local
File Systems., #R i %6 £ 1F 76 32 17 A9 F 72 308 #5658 2 bt L 98 )5 B 0T 5 & 7% P 0 A9 APT
.

5.2.2 Sysinternals E

Sysinternals J& 1 Mark Russinovich 28 JF X B R G L T B4, J5 38 B i 4k & 1
ZTREEPEE T 70 AL T A, W] LUE B P s # f 6l Windows REEHY 4 J7 1
fian , FEAR CNAE R R B TR AR . AT A Autoruns Al Process Monitor
A2 3l 25 o A AR (8 A9 T B BRI T B J2 , Sysinternals B4 B B 4047 i
A TR DU Bk i 3 rh i o 3 SR B T RAH, S 2 b4 T H SR SR
R

1. Autoruns

Autoruns JE R AR/ RGE A AW H B T H, LA F FEM R GHRES RSG5 T+
KA EH ST E BRI ER R A T . TRBES A, FFAT
RS B8 “Ready” W H/R A C 258 WL, WK 5-2 Fis,

2. Process Monitor

Process Monitor (f# #X Procmon) & H T W& 87 M 2 A7 8 T 1, T 15 305 (8
237 BN 2R 45 B A7 A HEAT W 45, T LAGE 3 Filter SERA B i B 5 1F Sk & B RO B 19 15
. i, H#&F explorer.exe W47 K, 7 DL £ Process Name. is. explorer. exe, then
Include $RJ5 iy Add #4HIFGR A7 BIAT L AN 1AT 5-3 F 7R .

5.2.3 Process Hacker

Process Hacker & — XN KA R G T B, ol TR A B R G b iz i1 19
HEFR VIR G5 I 45 8 B G 55 Fe i P TR0 B 2 G 16 2l ARG I R TR S0 v A ) 2 R
AT . DU R R AT DA R R N AR A DI MRS B A S 45 Tt
JEEJ2F B A 5-4 fiR .
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T & R 5T R,

D Autoruns - Sysinternals: www.sysinternals.com — [m] X
File Search Entry Options Category Help
EEODLR [ HEEY [P |
© Applnit B Known DLLs Fp Winlogon B winsock Providers. £ Print Monitors & 1A Providers. & Network Providers B33 Wl l Office
B everything B} Logon & Explorer @ Internet Explorer Scheduled Tasks = Services 0P Drivers £ Codecs % BootExecute  [T% Image Hijacks
Autoruns Entry Description Publisher Image Path ~
) Logon
B HKLM\Sy urrentC ISet\Control\Terminal Server p pPrograms
A rdpclip RDP SRR (Verified) Microsoft Windows ~ C:\Windows\system32\rdpclip.exe
[ HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
[ BinDiffPerUserSetup (Verified) Google LLC Ci\Program Files\BinDiff\bin\bindiff_config_setu
SO Everything Everything (Verified) voidtaols

P securityHealth

Windows Security notification icon

(Verified) Microsoft Windows

B4 Z8 vMware User Process VMuware Tools Core Service (Verified) VMware Inc.
B HKLM\SOFTY NT\Ct \Winlogonmshell
1% explorer.exe Windows HREEE (Verified) Microsoft Windows

NtC

I \Safe K hell

g HKLM\SYSTEM\CL

C:\Program Files\Everything\Everything.exe
CAWind. > o Hoalth
C:\Program Files\VMware\WMuware Tools\vmtoc

C:\Windows\explorer.exe

B HKL f\Windows NT\C gomU:
[ cWindows\system32\userinit.exe Userinit BRMFEER (Verified) Microsoft Windows C:\Windows\system32\userinit.exe
B HKL f i f\Windows NT\C 3 g e
SystemPropertiesPerformance.exe /pagefile g = (Verified) Microsoft Windows ~ C:AWi pertiesPerfarr
A& rf efil BT EEER S fied; ft Wind. i i
B HKLM\SOFTWARE) fi\A Setup lled Cx
Google Chrome File not found: "C:\Program Files\Google\Chron v
] le Ch ile not found; i le\Ch
< >
. amd.exe Sz 283K
Windows Fi<raMEIEE Time:  2021/8/43:29
(Verified) Microsaft Windows Version: 10.0.19041.2248
and.exe
Ready
& 5-2 ] Autoruns T HAF [ 5 35
Wl Process Monitor - Sysinternals: www.sysinternals.com — m} *
File Edit Event Filter Tools Options Help
CRE|Y o @
LJDG]E” E|d’ﬁ|ﬁ |ﬁ|:'l\g¢l>
Tim Process Name FID Operation Fath Result Detail =
17:1... 7 explorer. exe 5520 G ReadFile C:\Windows\Systemd2\UIRibbon. d11 SUCCESS Offset: 3, 684, B84, Lensth: 16, 384,
17:1... jl explorer. ed ngth: 16, 384, ...
17:1 1 explorer. e BB Process Monitor Filter X psth: 4,086, I...
17:1_ pl explorer ed hgth: 4 096, T
17:1 lsass. exe i : : i hgth: 16, 334,
17-1 explorer =4 Display entries matching these conditions: ngth: 16, 334,
17:1. = neth: 16, 384,
. rocess Mame | |is ~ || explorer.ex ~| then |Include .
1721 g i ! than hsth: 16, 334
17:1... ' explorer. ey
17:1. ™ explorer. ey pdleTags: Ox(
17:1... il explorer. ex Reset Remove pdleTags: 0x0
17:1... il explorer. X
17:1... il explorer. e
1;:1- n ;wlwer- =1 | column Relation value Action " Jd%eTEt_is:\gxﬂ
17:1. SasS. exe palsSuiteProc...
17:1... iy explorer. e Qrrocess. .. is Procmon. exs Exclude Im Allowed, €r...
17:1... :" explorer. ey mecess_ L s Frocexp. exe Exclude 16, Data: exe...
T memlerer o | (A@Qerocess . s sutorunz. exe  Exclude
L. L
17-1. 1 explorer. e QPrucess. ..o is Frocmonf4. exe Exclude ndleTags: Ox0
17:1... :n explorer. ey EQPrucess. .. is ProcexpB4. exe  Exclude pdleTags: Ox(
i;; " expicre.r. i | oPrucess. .. s System Exclude
:1... jm explorer. e _ A )
17:1... jl explorer. e €3 operation besins with IRP_MT_ Exclude ¥ | hdleTags: Ox0
17:1_ p explorer ed hdleTags: Oxl
17:1 m explorer e oK Cancel Appl Value
= PPY
17:1 . explorer ed value
17:1... [py explorer. &
17:1... 'py explorer. exe 5520 E’Regﬂue}?}ies' HECU"8oftware\Classes'exefile BUCCESS Query: HandleTags, HandleTass: Ox(
17:1... 'py explorer. exe 5520 [l ResQuervKey  HECU‘\Software‘\Classes‘exefile SUCCESS Query: HandleTags, HandleTass: Ox w

Showing 57,944 of 181,721 events (319%) Backed by virtual memory
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1% Process Hacker + (Administrator) — [m] x
Hacker View Tools Users Help
% Refresh ié} Options | #8 Find handles or DLLs 3% System information | [} E b 4 |Search Processes (Ctrl+K) O
Processes  Services Metwork Disk
MName PID CPU I/O total.. Private.. Description 2
[E] svchost.exe 3372 239 MB Windows [EESHHEE
[ swchost.exe 5948 594 MB Windows [BSEiHRE
[ swchost.exe 3472 1.69 MB  Windows [BEEiHRE
[a5] Isass.exe 696 5.95 MB Local Security Authority Process
5 fontdrvhost.exe 844 1.58 MB Usermode Font Driver Host
[ csrss.exe 540  0.06 2.07 MB  Client Server Runtime Process
~ [n '] winlogon.exe 632 2.66 MB Windows SSRFARRE
[ fontdrvhost.exe 836 5.01 MB Usermode Font Driver Host
35 dwm.exe 452 032 7158 MB =ESEES
v ' explorer.exe 5520 030 70.02 MB  Windows ZHESER
| mProcessHackerese 3568 050  280B/s 2206MB ProcessMacker
1D Everything.exe 4512 4892 MB  Everything
m vmtoolsd.exe 772 0N 760 Bfs 30.55 MB VMware Tools Core Service
¥
CPU Usage: 2.33%

% 5-4 Process Hacker T.H F L1

53  FEME

YA (Sandbox) F1kE fHL W3 A3 09 8 B8 ACHS 20 A B AR L & AR AT ATE — A4S B
A FRIE P aa A7l BE B Ay LB AT O R I T A 22 X ECSE Y R e i e 3 . 5 R UL
B 2% T D) 56 B 45 A 2R 8 08 SR A TR] B S YDA (08 T = T ) o 2 B A BRI 7
AL BIR R 5175 1) [) Bk X A R A B 4 R 3%, B0 T BR A A S i AR R 5

U0 AE AR SAHLEL AR A A 25— BBOR U V0 A B Ak 2 (P, 5 25 5 it S A A
GEHT ;s E AL 525 HMTEFE SR BT IR . AT — S X P AT 45 & 190 TR AT
REJE T e SUHLH A Bt o 07 ECER I IF: B BB M AL A — SRR E [ B 7 G oA 3 M 4 A e A7
K WA LIFRIXE T H Vb AR T H. .

5.3.1 Sandboxie

Sandboxie f&— K IFIE T2, 7] LL#E Windows F 58 P 1 4 — A~ bR B 1932 17 38 5%,
TS5 A R e I DT 3l S %) LSS R GEHE R . TR R T SRR R ST
ACEEAEL T 07 00 A B 52, DR o S ik 3 | 2 AL KBl R 8 A5 22 4 PR O T3 R R T
Bl HARAAE T i B IR W] T AL UG BRI PRAT I AT LA 332 8 0k 4% 2 B IR A 5 1] AL
FRAE . UL, Sandboxie HUE A T H W A T 00T AR R B SCHF . I 32 5t
Kl 5-5 iR .

532 HEZ%IVFE

TELE VD RIJE A5 56 T 2 v IR 55 A 28 72 AT 7T BESCAF sl AURS 19 T H . SR o0 M R 458 40
PO 1o 2% b G B BT 2 VDA O (AT R B P B AT IC M SLER T L A VA I8 FT LA
W R R R EEARAT A R A A . T AT AR R I S R SR R 2 R
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e ZERASN LR s

£2 Sandboxie-Plus v1.12.6 = m] X
W2 BV FERO) EEIH)
b WS A E {f Patreon FIEE? Sandborie—Plus
28 N ERID  FE $es R B
Bl {9 DefaultBox BER
=-E] SandboxieRpcSs.exe 24308 IETEE(T ... "C\Program Files\Sandboxie-Plus\Sa...
E SandboxieDcomLaunch.exe 34640 IFiEEST ... "C\Program Files\Sandboxie-Plus\Sa...
[ SandboxieCrypto.exe 35540 IFFET . "C\Program Files\Sandboxie-Plus\Sa...
B cmd.exe 5008 SES: [#] emdeexe 8] [FESS  "CAWINDOWS\System32\cmd.exe”
dEEs RIEEE BERS
W T= § e FE) v T DD - 2 (A v A »
#m #s @
4 »

% 5-5 Sandboxie & FLI

WIPFEBI N FE P AR B REAS IR AE P AR RG50S A ot fe 2 AR R VD A AN 5 T A0 31
W R WL BREAS SO 5 5 2 0] DL TR L ARAS 58 B AT B VA R 4.

IR A8 5008 TR F TR,

1. ANY.RUN

ANY.RUN(https://app.any.run/) % 9% R Z FE B4l Windows 7 32 fii 58, A] LA
PE AR O SR AT A TR B AR R S AR X i SR B R AT LR AE . B R Rl
New task #4ll , I AEHEAIF Hdi iz 47 BRI A] 8 g o A AE 55 . A R 80 & S A0R 5k 4%

DX 19 28 B SCAARAT Dy s 2 DX REAS £ L DX R AR DX LR 43, T LA ARG 17 ik BT BURE AR SR AT 1Y
AL A 5-6 s,

(e IEToo )
et | [ G| [ ATick | [ cheeer | [ apet +
‘ RAM
[ ——
B p— & Only important
2124 | BUTLGOKEXE /f C\lserstadimintAppData|L ocalTemp e Recris
® B sk & d 13
1620 | WinRARLese “Chlls ers\admin\DeskiopiRaLS:
s

| 2120 [ for e ]
L] B mok 7e & 51
2192 |G Pofor Leee [ ] o) o]

#HERKE G B wd o

MICROSOFF-CORP-MSN-AS-B._

UNIFEDUAYER AS 1

UNIFEDLAYER AS1

5-6 MRS IENE H
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5% TEKRDIHESN

2. Cuckoo Sandbox

Cuckoo Sandbox(https://cuckoosandbox.org) &% 5& 4= IR 10 % 2 ¥4 8 shik 581 v
F L BA YA G5BT HSF 2 RAE RGP RE G 2 AT 3R s A ]
DU RS 3 5 TR R A 22 2 75 R 5075 2058 WAL U0 48 23 I 3R B8 1 1 P 1

5.4 ] 2& 9 1t

TEREFPis AT B 3R 27 A W 28 AT S ol e [ 26 U6 T AR AR B RE AR 14 R0 25 4758
SRJE R 23 B B R AR 1 I 45 388 1 2 4 AT 0 AT

5.4.1 Wireshark

Wireshark J& —#CHAT 19 W 28 43 43 B 200, AT DL 35OR I 7 45 99 4% 0 130 1) 3 240
F o Wireshark aJ LU 77285 2 A 234 o 491 0, 4G 0 90 288 it (R0 O A 0 M R
A AE 7 X5 . Wireshark AR 258 K0T BE  Wiad U8 2% G0 M i 2% 55, T LUHS 1
AT N B B 2 B R A KPR . Wireshark J& A IR ME . 7T LIAE Windows, macOS Fl
Linux FizafT,

1. MIRBIES

Ji3 8l Wireshark , 76 “ i 487 B¢ 1 w0 80ty 75 ZEHUEL 0 I 45 422 LV RIAT . 3, 245 7E LR
Girh e 3% Wireshark SR HMUE NAT W25 19 1 000 A9 5008 42, BRIA T & F v £ VMnet8
e 5 A5 AE R ADUL A AT, U328 30 LK o0 < A g 3 11 BT, Al 5-7 7

Ml Wireshark RIESHES = @l X
SR EEE WEV  KEE) BRO SN sete miEy REw TEM EEE)

AN D TRREBIQex2=F 8 5/ aaai

(M [EEETTEE ... <Cul/> )+

Welcome to Wireshark

ECE
LEREctEE (1 [B ARgEE - -] ET7 680, BEr 9
VMnet8 M n T
VMware Virtual Ethernet Adapter for VMnet1: VMnet1 n
LR A
Adapter for loopback traffic capture A

@ Event Tracing for Windows (ETW) reader

5]
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
TETEIEAT Wiresharkd.2.2 (v4.2.2-0-g404592842786) EF S MEH.

7 EEsTEEER | &onm | B&: Default

B 5-7 7E Wireshark F 3t & B /IR ED

A S8 UG AT LR TR A 5 L A R L A A AR 5 1 SR B
AR IR 5 T LR A7 B A A7 2t — 20 20 . A 5-8 BIR

133



T F AR D 5 M K,

£ TEFEREE VMnete - (m] X

HHF) SHE WEN MG BRO SIA) &K BEY) S0 TR #EH)

AN d® R @ #=AO).. ik & 8 B

(N[ FiEEmTEss ... <Cirl/> A FF(S) Ctrl+E = )+

No. Time Source | M &IET) N Ctrl+E  frotocol Length Info
1 0.000000 \VMware cl (| EHFHER) Cirl+R ’lP 42 Who has 192.168.2.2?2 Tell 192.168 )
2 8.592148  VMuare_cl ... RP 42 Who has 192.168.2.22 Tell 192.168.
31.584744 VMuare_ ! pEemrms Fs RP 42 Who has 192.168.2.22 Tell 192.168 |
4 3.811139 VMware_cvrer—prosocast—naRP 42 Who has 192.168.2.27 Tell 192.168 ]
53.598932 VMware_c@:8.. Broadcast ARP 42 Who has 192.168.2.22 Tell 192.168,
6 4.590999 VMware_c®:0.. Broadcast ARP 42 Who has 192.168.2.2?2 Tell 192.168 ]

> Frame 1: 42 bytes on wire (336 bits), 42 bytes captu(| 9660
> Ethernet II, Src: VMware_¢ 3(| ee1e
> Address Resolution Protocol (request) 2020
@ 7 VMnets: <live capture in progress> | st 6-B57 60100.0%) | ES: Default

& 5-8 £ Wireshark H 3l 3k %54 £ 5 5 1k Hili 35

2. IR

I 3k 98 28 0T DA 326 JER O B 1) B W L A L AT AR LR TR O I i AHE H s E P L TR
ﬁﬁ%ﬂﬁwmv£$#%%%ﬁﬁrﬁﬁ@ZﬁUﬂ%&?“ﬁ%ﬁﬁE$m¢ﬁ
2 R 5-9 iR,

Ml Wireshark RIE5513E - [m} x
R REEE) HEM) B BmE0 S miHS) BEY) TEW) IRM EEH
8 =DRBec-=jiE/Eaaanm

MRS TTss . <crl/- oo iRas = -+
Welcome to Wireshark
E::E2

B 0 - ]| SRl

Interfaces not loaded on startup (run on capture file). Go to Capture -» Refresh Interfaces to load.

53
User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
TFIEET Wireshark4.2.3 (v4.2.3-0-ga15d7331476c) S EE.

7 EEsrmEEEs | s | ®S: Default
K 5-9 fifi il Wireshark i3 JE %%

e PR b ok s o U AN R R ) ] B > R IR AR A R, Hoh T BT s e B
ﬁﬂ”*“iﬁﬁﬁﬂ XY —>“Wireshark I JE# "k & F . WA 5-10 Fr7s

54.2 TCPDump

TCPDump J&— N TR M & 86 0 py iy 247 T H, EZENH T Linux 24, R
T BAE root VAR T AT tepdump -w i SO peap” i A BV AT . R B9 SO
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S

TR F S

M Wireshark - Bridises

; =
Filter Name

Ethernet address 00:00:5e:00:53:00
Ethernet type 0x0806 (ARP)
Ethernet broadcast

No ARP

1Pvd only

|Pvd address 192.0.2.1

|Pvd address isn't 192.0.2,1
IPvE anly

|Pv6 address 2001:db8:1
TCP anly

UDP anly

MNon-DNS port

TCP or UDP port is 80 (HTTP)
HTTP

No ARP and no DNS

Filter Expression

eth.addr == 00:00:5e:00:53:00
eth.itype == 0x0806

eth.addr == fiff:fffRfAf

not arp

ip

ip.addr == 192.0.2.1

ip.addr 1= 192.0.2.1

ipve

ipvB.addr == 2001:db8::1

tcp

udp

l{udp.port == 53 || tep.port == 53)
tep.port == 80 || udp.port == 80
http

not arp and not dns

MNon-HTTP and non-SMTP to/from 192.0.2.1 ip.addr == 192.0.2.1 and tcp.port not in {80, 25}

+| = &b

#EED

5.4.3

B 5-10 #&f Wireshark H 91 38 #4576

A U # ] Wireshark $7IF, a01& 5-11 FiR .

>tcpdump --help
tcpdump version 4.9.3

libpcap version 1.9.1 (with TPACKET_V3)

OpenSSL 1.1.1f 31 Mar 2020

Usage: tcpdump [-aAbdDefhHIJKlLnNOpqStuUvxx#] [ -B size ] [ -c count ]
[ -C file_size ] [ -E algo:secret ] [ -F file ] [ -G seconds ]
[ -1 interface ] [ -j tstamptype ] [ -M secret ] [ --number ]

[ -Q in]out|inout ]

[ -r file 1] [ -s snaplen ] [ --time-stamp-precision precision ]
[ --immediate-mode ] [ -T type ] [ --version ] [ -V file ]
[ -w file J [ -W filecount ] [ -y datalinktype ] [ -z postrotate-com
[ -Z user ] [ expression ]

>tcpdump -w output.pcap

tcpdump: listening on ens33, link-type EN16MB (Ethernet), capture size 262144 bytes

K 5-11

TCPView

i /il TCPDump A7l 344 &

TCPView J& T AE R G A0 W 45 1E A8 O A T B, al i i T HA A it 4 L 0

IPv4 . IPv6 DL ] TCP.UDP, 45 & W45 430 T H (0 45 5, a] DL 26 Kot 0 b 19 1P ik 46

2N

.

BOCIH B B A p gt e, i 5-12 o,

&% TCPView - Sysinternals: www.sysinternals.com - ] X
File Edit View Process Connection Options Help
@|O‘E‘,|%‘4T¢Dm e A uoewa 6UDDV6|F EE
Process Name = Process ID Protocol State  Local Address  Local Port Remote Address ~ Remote Port »
[ TCPSVCS.EXE 2576 TCP Listen  0.0.0.0 7 0000 0
[ TCPSVCS.EXE 2576 TCP Listen  0.0.0.0 9 0.0.00 0
[ TCPSVCS.EXE 2576 TP Listen  0.0.0.0 13 0.0.00 )
B I TCPSVCS.EXE 2576 TCcP Listen  0.0.0.0 17 0.0.0.0 )
[0 TCPSVCS.EXE 2576 TCP Listen  0.0.0.0 19 0.0.0.0 0
7 svchost.exe a32 TCP Listen  0.0.0.0 135 0.00.0 0
T Isass.exe 696 TCP Listen  0.0.0.0 49664 0.0.0.0 0
B wininit.exe 532 TCP Listen  0.0.0.0 49665 0.0.0.0 0
17 suchost.exe 1260 TCP Listen  0.0.0.0 49666 0.0.0.0 0
B svchost.exe 1100 TP Listen  0.0.0.0 49667 0.0.0.0 )
M= spoalsv.exe 2204  TCP Listen  0.0.0.0 49668 0.0.0.0 0
B services.exe 676  TCP Listen  0.0.00 49669 0.0.0.0 0
< >
Endpoints: 36 Established: Listening: 24 Time Wait: Close Wait: Update: 2 se

& 5-12 {fiff] TCPView #& & 47 W 4% 7% 12
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544 FakeNet-NG

FakeNet-NG J& FakeNet A9 5 4k WA , T A48 0 2 PR 5 L 1100 B2 31 78 32 455 61 1 9 2%
MR ST NI AR S O M 2 it i, 1 B 22 P98 N B0 1 il s PR 0 e s =
BN B 2 [ Sh B R L DNS JF£28 HTTP S8 0p s i £dis £ 06 HTTP 3k &
SE [11] F1) K 009 45 oh L SE PR R A9 R defaultFiles SCHF3J2 iy SO &l 5-13 FioR .

EEfE » FHORES (C) » Tools » fakenetl.4.11 » defaultFiles v | O S TE defaultFiles £i%%
O =% ~ i CATools\fakenet1.4.11\fakenet.exe
|84 FakeNet.gif 2,
@ FakeNethtml ) N I — ‘ e |
M, FakeNel.ico ‘— ’f\\\ <'[ ‘—‘ A |—| e \ |
[ FakeNetjpg ‘ \ ‘ \ |
(@ FakeNet,pdf iy \_\_‘\_\— 2 [ \ \_
| FakeNet.png Version L 4. 11
FakeNet.txt
[ FakeMetMini.exe Developed by FLARE Team
nesibet
[ Fakelet] Loaded configuration file: confizsidef
[ Diverter] Capturing traffic to packets_20240408
[ FTP] »>»> starting FTP server on 0.0.0.0:21,
[ FTP] concurrency model: multi-thread
[ FTP] masquerade (NAT) address: MNone
[ FIP] passive ports: 60000->G0010

5-13  fifi HBRINTD B #2417 FakeNet-NG

5.45 Packet Sender

Packet Sender & — 3 H F MR AMM A FIRE T H, EEHTFEE BEAMEE
I—Jéﬁﬁﬂij@ Packet Sender HJ I T4 401 7% 2 3 40 e W 458 {5 04T 8. 5 C2 IR 55 4%
AT EH A H, DLHORTRA T % B A 5 3 R R 55 4% 2 1) 9 3 45 A=, an &l 5-14 i,

& Packet Sender - a X

File Tools Multicast Panels Help

Name TCP-HTTP packetsendercom

ASCIl GET / HTTP/1.0\r\nHost: packetsendercomir\n\r\n REREEERE © | LoadFile
HEX 47 45 54 20 2f 20 48 54 54 50 2f 31 2e 30 0d 0a 48 6f 73 74 3a 20 70 61 63 6b 65 74 73 65 6e 64 65 72 2e 63 6f 6d 0d 0a 0d 0a [x]
Address packetsendercom HfllF @ Port 80 §H[] @ Resend Delay 0 O wTcP M v | Send Save

Search Saved Packets... Delete Saved Packet| [_| Persistent TCP

Send Name Resend To Address To Port  Method
16| s Send | TCP ssh github.com 0 github.com 22 TCp SSH-2.0-OpenSSH_8.2p1 Ubuntu-4\n
20 # Send | TCP-HTTP packetsendercom 0 packetsendercom 80 TCP GET / HTTB/1.0\A\nHost: packetsendercom\rin
21 ¥ Send |UDP Broadcast 0 255.255.255.255 5000 UDP Hello, broadcast!
22 #Send | UDP IPv4 localhost macro 0 127.001 5000 UDP {{TIME}} {{RANDOM}} |
23| s Send | UDP IPv6 localhost macro 0 =1 5000 uoeP {TIME}} {{RANDOM}}
Clear Log (3) Log Traffic | Save Log | Save Traffic Packet |Copy to Clipboard
Time From IP From Port To Address To Port Method Error ASCIl Hex
o .. You 2589 packetse... 80 TP GE... |47 4554 20 2f 20 48 54 54 50 2f 31 2e 30 0d Oa 48 6f 73 74 3a 20 70 61 6...
& ... You 2547 github.com |22 TP SS... |53 5348 2d 32 2e 30 2d 4f 70 65 6e 53 53 48 5f 38 2 32 70 31 2055 62 7...
& .| You 2497 github.com 22 TCP SS.. |53 53482d322e302d4f70656e5353485f38223270312055627...

# UDP:54448 | wb TCP:65503 | | sl SS51:65504 |  1Pv4 Mode

K 5-14 f#i ] Packet Sender %& 3% 44
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